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Managed-Firewall-as-a-Service (MFaaS)

Simplifying Data Center Management
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Scale in minutes No unplanned downtime Cost efficient

With Check Point's Managed-Firewall-as-a-Service (MFaaS) for Colocation, organizations can simplify their data center
workflow orchestration and scale up on demand, just as they can spin up new servers and compute resources in colo
hosted private clouds.

Managed Firewall as a Service, provided by Check Point’s Infinity Global Services, protects both private and public network
services from security threats. The service integrates with your existing security infrastructure with a network-based,
cost-effective, scalable threat prevention solution.

How it Works

After signing up for Check Point's service, their team will set up and configure the firewall to fit your security needs,
integrating it with your existing infrastructure. The firewall is deployed remotely in your colocation data center for a quick
setup. Check Point continuously monitors and manages the firewall, using advanced tools to track traffic and respond

to threats in real-time. As your needs grow, you can request more resources, and Check Point will scale up the service.
Regular updates and maintenance ensure the firewall stays up-to-date and performs optimally. The service includes:

e Configure/Migrate the initial Gateway and Management environment
e Execute weekly operational rule and configuration changes

e Regular software updates to allow for latest features on a yearly basis

Product Capabilities

On-demand, as a service, security solution Superior security gateways and highest-caliber
provided by Check Point threat prevention includes:
o i e Firewall e Anti-Bot
e Monitoring and alerting o
e VPN e Anti-Virus
e Alerting of high and critical events e |PS e Anti-Spam
e 24x7x365 managed service e Application Control e Threat Emulation
* Initial Management & Gateway Service set-up * Content Awareness * Threat Extraction

e URL Filtering

Infinity

Global Services Managed-Firewall-as-a-Service [MFaaS)




Product Benefits:

e Pay as you grow - With MFaa$, you pay for the protection capacity needed now rather than installing a system
that requires a speculative up-front capital investment.

e Scalable solution - Just like adding new servers or computing resources to your private cloud, you can scale up
your firewall services on demand.

e Ease of use - Take advantage of a seamless service that saves you the rack and stack of hardware and does not
require configuration, ongoing management, or refurbishing of equipment.

e Managed for you - Leave ongoing maintenance, upgrades, and complex integrations to Check Point experts.

e  Continued compliance - our firewall integrates with customer infrastructure for compliance logging and

reporting.
Change execution schedule: Service degradation SLA:
Type Schedule Severity Level Description Response Time
Scheduled 2 business days Critical Outage. Service is dow 2 hours
change
High Urgent. End-user impact 4 hours
Emergency 2 hours
change Medium Important. Potential for 24 hours
performance im-pact if not
addressed
Low Monitor. Issue addressed but Best Effort
poten-tially impactful in the future

SKUs

Choose one SKU for a complete solution:

SKU Description Specifications

CPTS-PRO-COLO-MSS-1GB-SNBT-STD-1Y New VS Sandblast and Standard support 1 year subscription
CPTS-PRO-COLO-MSS-1GB- NGTP STD-1Y >ewp Threat Prevention and Standard support 1 year subscription
CPTS-PRO-COLO-MSS-16B-NGFW-STD-1Y gj_”fogczfion Firewall and Standard support 1 year subscription
CPTS-PRO-COLO-MSS-1GB-SNBT-PRM-1Y ;g?srﬁty Sandblast and Premium support 1 year subscription
CPTS-PRO-COLO-MSS-1GB-NGTP-PRM-1Y Gateway Threat Prevention and Premium support 1 year subscription
CPTS-PRO-COLO-MSS-1GB-NGFW-PRM-1Y Firewall and Premium support 1 year subscription
CPTS-PRO-COLO-MSS-500MB-SNBT-STD-1Y New VS Sandblast and Standard support 1 year subscription
CPTS-PRO-COLO-MSS-500MB-NGTP-STD-1Y Setup Threat Prevention and Standard support 1 year subscription
CPTS-PRO-COLO-MSS-500MB-NGFW-STD-1Y E/':_”Laog;?ion Firewall and Standard support 1 year subscription
CPTS-PRO-COLO-MSS-500MB-SNBT-PRM-1Y gggg‘:&s Sandblast and Premium support 1 year subscription
CPTS-PRO-COLO-MSS-500MB-NGTP-PRM-1Y Gateway Threat Prevention and Premium support 1 year subscription

Learn More

To find out more, visit our website at https: //www.checkpoint.com/support-services/

or email us at mss(dcheckpoint.com or psldcheckpoint.com.
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